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Guideline on data integrity
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1. Introduction and background
NEMER

1.1. In recent years, the number of observations made regarding the integrity of data,
documentation and record management practices during inspections of good manufacturing
practice (GMP) (2), good clinical practice (GCP), good laboratory practice (GLP) and Good
Trade and Distribution Practices (GTDP) have been increasing. The possible causes for this
may include

TR, XN RFEFFE(GMP)(2). RIEFIHARMSE(GCP). RIFLIEMSE(GLP)M R
RS ENE(GTOP)MRELREF, WHEIETEMN . XHMICRKEENTTAGREEEL
EREIEMN. TJRRNERBHE:

(i) reliance on inadequate human practices;
REGTFAES AN REE

(i )poorly defined procedures;

MERENNE

(iii )resource constraints;

TRPR

(iv) the use of computerized systems that are not capable of meeting regulatory
requirements or are inappropriately managed and validated (3, 4);
FERANHREMER, NEE/ RIS ATEVRS(3,4);

(v ) inappropriate and inadequate control of data flow; and

A& TR FE 7 B9 R R 2 1l A

(vi)failure to adequately review and manage original data and records.

REZ D FLMEERBEIBFICE

1.2. Data governance and related measures should be part of a quality system, and are
important to ensure the reliability of data and records in good practice (GxP) activities and
regulatory submissions. The data and records should be ‘attributable, legible,
contemporaneous, original’ and accurate, complete, consistent, enduring, and available;
commonly referred to as “ALCOA+".

HFIRAIEFAE XN ZeREERN—EB7, WTHR GxP JERNFIAN Rk A EHE
FMEERMTEMEFTEE. ZIEMCENE THEMN. 5N, BP0, R\, &
. TEN. —B0N. FANAET AN REFRAALCOA"

1.3. This document replaces the WHO Guidance on good data and record management
practices (Annex 5, WHO Technical Report Series, No. 996, 2016) (1).

AXHERART (WHO RIFEIBFICRKEEINLIE®E) (WHO FARERSI, No. 996,
2016, P4 5)(1).

2. Scope
SeH

2.1. This document provides information, guidance and recommendations to strengthen data
integrity in support of product quality, safety and efficacy. The aim is to ensure compliance
with regulatory requirements in, for example clinical research, production and quality control,
which ultimately contributes to patient safety. It covers electronic, paper and hybrid systems.
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AXMHRET HMABSETEMNER . EEMEY, NFHFRaRE. ReUNF
M. BNEWRERAAR. £EFNREEHFITATEENER, RIIEBERE.
THRETHBF, KKIRERSK.

2.2. The guideline covers "GxP” for medical products. The principles could also be applied to
other products such as vector control products.
KGR E T EA @ “GxP”, XERNW TN A FHEM M, WREES~ &,

2.3. The principles of this guideline also apply to contract givers and contract acceptors.
Contract givers are ultimately responsible for the integrity of data provided to them by
contract acceptors. Contract givers should therefore ensure that contract acceptors have the
appropriate capabilities and comply with the principles contained in this guideline and
documented in quality agreements.
AIEERENEERTERAMNZRT . ZREFTNZRATRHASMNNERENTE MR
FRATRE. Ak, ZRANHRIEFTEFELMESN, HFEFRIEBHRENLH
FrE &R,

2.4. Where possible, this guideline has been harmonised with other published documents on
data integrity. This guideline should also be read with other WHO good practices guidelines
and publications including, but not limited to, those listed in the references section of this
document.

AIEFER TR S HMAMMEIET E M S HENIAE. AIEEIEN S WHO Hi R 7
SEER L AR — I, BREARTAXGSEZTHMIINAR .

3. Glossary
N

The definitions given below apply to the terms used in these guidelines. They may have
different meanings in other contexts.

UTHREHNESCER T RGP EANAE. SNERMIRRIEEARMNE X,
ALCOA+.

A commonly used acronym for “attributable, legible, contemporaneous, original and
accurate” which puts additional emphasis on the attributes of being complete, consistent,
enduring and available throughout the data life cycle for the defined retention period.

Archiving.
JEEE

Archiving is the process of long-term storage and protection of records from the possibility of
deterioration, and being altered or deleted, throughout the required retention period.
Archived records should include the complete data, for example, paper records, electronic
records including associated metadata such as audit trails and electronic signatures. Within a
GLP context, the archived records should be under the control of independent data
management personnel throughout the required retention period.

Audit trail.
HIMEER
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The audit trail is a form of metadata containing information associated with actions that
relate to the creation, modification or deletion of GxP records. An audit trail provides for a
secure recording of life cycle details such as creation, additions, deletions or alterations of
information in a record, either paper or electronic, without obscuring or overwriting the
original record. An audit trail facilitates the reconstruction of the history of such events
relating to the record regardless of its medium, including the “who, what, when and why” of
the action.

Backup.
=4

The copying of live electronic data, at defined intervals, in a secure manner to ensure that the
data are available for restoration.

Certified true copy or true copy.

LINEN AR AR E KR A

A copy (irrespective of the type of media used) of the original record that has been verified
(i.e. by a dated signature or by generation through a validated process) to have the same
information, including data that describe the context, content, and structure, as the original.

Data.

BiR

All original records and true copies of original records, including source data and metadata,
and all subsequent transformations and reports of these data which are generated or
recorded at the time of the GMP activity and which allow full and complete reconstruction
and evaluation of the GMP activity. Data should be accurately recorded by permanent means
at the time of the activity. Data may be contained in paper records (such as worksheets and
logbooks), electronic records and audit trails, photographs, microfilm or microfiche, audio or
video files or any other media whereby information related to GMP activities is recorded.

Data criticality.

This is defined by the importance of the data for the quality and safety of the product and
how important data are for a quality decision within production or quality control.
HEEN~RRENRENEEM UREENE RN RAEEFFHRERRKNEE
i

Data governance.

HHRRE

The sum total of arrangements which provide assurance of data quality. These arrangements
ensure that data, irrespective of the process, format or technology in which it is generated,
recorded, processed, retained, retrieved and used will ensure an attributable, legible,
contemporaneous, original, accurate, complete, consistent, enduring and available record
throughout the data life cycle.
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RIEERRERAE TE. HAREEE TitHSE. Io%X. LE. ®KF. wRNE
AREE. BAEER, HEHREEENMIEESRAHANRETHRE. Tk, B
Fo RIA. AR, B B FANTANIER.

Data integrity risk assessment (DIRA).

BR TR MRS TR,

The process to map out procedures, systems and other components that generate or obtain
data; to identify and assess risks and implement appropriate controls to prevent or minimize
lapses in the integrity of the data.

— NI FIEEESESIRNEF. REREMAGFIRBIFIREREE, HXLHE
B A dlEE, B ISR IR B T E AR

Data life cycle.

BEEFEAH

All phases of the process by which data are created, recorded, processed, reviewed, analysed
and reported, transferred, stored and retrieved and monitored, until retirement and disposal.
There should be a planned approach to assessing, monitoring and managing the data and the
risks to those data, in a manner commensurate with the potential impact on patient safety,
product quality and/or the reliability of the decisions made throughout all phases of the data
life cycle.

Dynamic data.

ENFSEIE

Dynamic formats, such as electronic records, allow an interactive relationship between the
user and the record content. For example, electronic records in database formats allow the
user to track, trend and query data; chromatography records maintained as electronic
records allow the user or reviewer (with appropriate access permissions) to reprocess the
data and expand the baseline to view the integration more clearly.

Electronic signatures.

BFEH

A signature in digital form (bio-metric or non-biometric) that represents the signatory. In legal
terms, it is the equivalent of the handwritten signature of the signatory.

Good practices (GxP).
RIFRISE

An acronym for the group of good practice guides governing the preclinical, clinical,
manufacturing, testing, storage, distribution and post-market activities for regulated
pharmaceuticals, biologicals and medical devices, such as GLP, GCP, GMP, good
pharmacovigilance practices (GVP) and good distribution practices (GDP).

Hybrid system.
BRERG

The use of a combination of electronic systems and paper systems.
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Medical product.

B=57 7=

A term that includes medicines, vaccines, diagnostics and medical devices.
BEAS. BE. P ET S

Metadata.

TCEIRE

Metadata are data that provide the contextual information required to understand other
data. These include structural and descriptive metadata, which describe the structure, data
elements, interrelationships and other characteristics of data. They also permit data to be
attributable to an individual. Metadata that are necessary to evaluate the meaning of data
should be securely linked to the data and subject to adequate review. For example, in the
measurement of weight, the number 8 is meaningless without metadata, such as, the unit,
milligram, gram, kilogram, and so on. Other examples of metadata include the time or date
stamp of an activity, the operator identification (ID) of the person who performed an activity,
the instrument ID used, processing parameters, sequence files, audit trails and other data
required to understand data and reconstruct activities.

Raw data.

JRAR E

The original record (data) which can be described as the first-capture of information, whether
recorded on paper or electronically. Raw data is synonymous with source data.

Static data.

S EIR

A static record format, such as a paper or electronic record, that is fixed and allows little or
no interaction between the user and the record content. For example, once printed or
converted to static electronic format chromatography records lose the capability of being
reprocessed or enabling more detailed viewing of baseline.

4. Data governance

BiEaE

4.1. There should be a written policy on data integrity.
NEHETEENPEBUR.

4.2. Senior management should be accountable for the implementation of systems and
procedures in order to minimise the potential risk to data integrity, and to identify the
residual risk using risk management techniques such as the principles of the guidance on
quality risk management from WHO (5) and The International Council for Harmonisation of
Technical Requirements for Pharmaceuticals for Human Use (ICH) (6).
SREBENNRGEMEFNIIERIT, &/ NMCEIET BB ENE, I B XS
BIEROR (40 WHO FE NE EIERNI4ER (5)F ICH ARAYERARER (6) ) HWEF
wHB
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4.3. Senior management is responsible for the establishment, implementation and control of
an effective data governance system. Data governance should be embedded in the quality
system. The necessary policies, procedures, training, monitoring and other systems should be
implemented.

SREBENTEN. LEMNEFBEROEIRAEEAR, BEGENEIREGFRN—
. NHITHENBER. BE. Hil. BNFAESE,

4.4. Data governance should ensure the application of ALCOA+ principles.

HURAIE N H1R N A ALCOA+RI,

4.5. Senior management is responsible for providing the environment to establish, maintain
and continually improve the quality culture, supporting the transparent and open reporting
of deviations, errors or omissions and data integrity lapses at all levels of the organization.
Appropriate, immediate action should be taken when falsification of data is identified.
Significant lapses in data integrity that may impact patient safety, product quality or efficacy
should be reported to the relevant medicine regulatory authorities.
SREBEARANARNEY .. RIFNFESAREXURENE, IHEHAANENE
REPFMAFBRERE . BRSBRNGEETEMRE, SEAAEIRERN, N 2R
XMEHNTE. TREMEERS. FRRESTHNEETELEXEZE, NEE

KA mBEEMIIRE

4.6. The quality system, including documentation such as procedures and formats for
recording and reviewing of data, should be appropriately designed and implemented in order
to provide assurance that records and data meet the principles contained in this guideline.
FREAKR, SREEECENEENEFMEAEFXH, NESRITHSE, MUBRICE
PR S AIEEAE 2N EN.

4.7. Data governance should address the roles, responsibilities, accountability and define the
segregation of duties throughout the life cycle and consider the design, operation and
monitoring of processes/systems to comply with the principles of data integrity, including
control over authorized and unauthorized changes to data.
BIRAIENIZAEAR. RE. XF, FEXENETAHINRTYY, ZEAR/R
SRRt BERKE, DUFEEURTBMEREN, SEXNERNFRFRAIEIEE L
=,

4.8. Data governance control strategies using quality risk management (QRM) principles (5)
are required to prevent or mitigate risks. The control strategy should aim to implement
appropriate technical, organizational and procedural controls. Examples of controls may
include, but are not limited to:
FLEFEAETRENKREEQRV) R EIE 6 RKEE, MU LESEEAR, =
RSN SELEE S M AMN. AAMFEFMES, BEHRGEFEERRT

. the establishment and implementation of procedures that will facilitate compliance with
data integrity requirements and expectations;

s EVMIESE T ETHIET B E RN ENEF

. the adoption of a quality culture within the company that encourages personnel to be
transparent about failures, which includes a reporting mechanism inclusive of
investigation and follow-up processes;
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s HERTENHRB—MRENXK, FRIRTXKBUSENER, XEHE—FREVLH
BIERAEMREISTE;

* the implementation of appropriate controls to eliminate or reduce risks to an acceptable
level throughout the life cycle of the data;

*  WHEENMES, EHIENEAN L B RIEBRSFE RN E TR KE,

. ensuring sufficient time and resources are available to implement and complete a data
integrity programme; to monitor compliance with data integrity policies, procedures
and processes through e.g. audits and self-inspections; and to facilitate continuous
improvement of both;

s HRAEZBNNBEMITRELENTHN —EET BN EdHITRBEET
I, REFEEIETEMBR. BRERIENEN FHEHEMIFESE,

e the assignment of qualified and trained personnel and provision of regular training for
personnel in, for example, GxP, and the principles of data integrity in computerized
systems and manual/ paper based systems;

s PEAARREZINNAR, FEMAARRMEEZIN, Fa06xP, MEITENAER
GeANTF o) /4N5K R G a9 EE ST M R,

* theimplementation and validation of computerized systems appropriate for their
intended use, including all relevant data integrity requirements in order to ensure that
the computerized system has the necessary controls to protect the electronic data (3);
and

o ELHEMRIETENHCRETSHENIARE, SEMEEXNEIETELER, MUH
RITBEVUCRFZEFRIPE FEIRN L EEF(3),7

* the definition and management of the appropriate roles and responsibilities for contract
givers and contract acceptors, entered into quality agreements and contracts including a
focus on data integrity requirements.

s EXMEEZRFTAZAETNEHABNRE FITRENHINAERE, EHEEHK
ETEMENEKR,

4.9. Data governance systems should include, for example:

HERE RGN IZ B, Bl

*  the creation of an appropriate working environment;

s BIEEHMITIERE

. active support of continual improvement in particular based on collecting feedback; and

o RMREFEREEEUH, LHAEWERGRAERM A

. review of results, including the reporting of errors, unauthorized changes, omissions and
undesirable results.

c  NHERHTIFH, BREXNER. REENNER. BRHNARERNRE.

4.10. The data governance programme should include policies and procedures addressing
data management. These should at least where applicable, include:

BIRAEEFN ERBEEENBRNESF. XEPNERE (MER)

. management oversight and commitment;

- EEBEMNKE

e  the application of QRM;

* QRM [9fER

. compliance with data protection legislation and best practices;

©  BIFHEFRPEERRELE
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. qualification and validation policies and procedures;

s WIAMRIEMBERFREF

U change, incident and deviation management;

s TF EXNRZEE

*  data classification, confidentiality and privacy;

s BURSE, REMRMA

. security, cybersecurity, access and configuration control;

s ZE. NERE. O ERES)]

. database build, data collection, data review, blinded data, randomization;

s BUREEN, HUERE BUEEHZE, BAEUE FEVIEUE

* the tracking, trending, reporting of data integrity anomalies, and lapses or failures for
further action;

*  MWHIETBMRFHTRIR. BEOMNRE, URE—STHHRUFEY

*  the prevention of commercial, political, financial and other organizational pressures;

o Fhilkwl. BUR. £ FIHAMBELRE S

. adequate resources and systems;

*  REMHBFEMER

U workload and facilities to facilitate the right environment that supports DI and effective
controls;

o TEREMEHE, WERHEBXFHETBEEMERUTH N ERIAER,

. monitoring;

- B

*  record-keeping;
.« ERRE

*  training; and

o 1

. awareness of the importance of data integrity, product quality and patient safety.

c WHIEZEM., FRRENEETENEEMMINA

4.11. There should be a system for the regular review of data for consistency with ALCOA+
principles. This includes paper records and electronic records in day-to-day work, system and
facility audits and self-inspections.
ME—NERREEIENR G, NS ALCOA+IRN, BIFAEIE. RERI] &I
EBEMNKRICERE LK.

4.12. The effort and resources applied to assure the integrity of the data should be
commensurate with the risk and impact of a data integrity failure.

AT HREIET EM S N AFIRR S BRI KB M F 52 i AR AR .

4.13. Where weaknesses in data integrity are identified, the appropriate corrective and
preventive actions (CAPA) should be implemented across all relevant activities and systems
and not in isolation.

HEUBIRTE RN, NXPIERKENTR G LIEIE S L IEMEiEE
(CAPA), AR ZINZ ST

4.14. Changing from paper-based systems to automated or computerised systems (or vice-
versa) will not in itself remove the need for appropriate data integrity controls.

METARKN R G T A BN BV R GRS IR IERR I E S R T B i
HHBE (R ZTRA).
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4.15. Records (paper and electronic) should be kept in a manner that ensures compliance
with the principles of this guideline. These include but are not limited to:

RS FNRETREHRITEREEOERN . XERERRT:

. ensuring time accuracy of the system generating the record, accurately configuring and
verifying time zone and time synchronisation, and restricting the ability to change dates,
time zones and times for recording events;

o WREMICENRSNEDER, ARMEENZENXAMEERD, FHRHEIERIC
FEMABE. X EAYEE

U using controlled documents and forms for recording GxP data;

o ([FRAZEHOXHRRERICE GxP £1E;

. defining access and privilege rights to GxP automated and computerized systems,
ensuring segregation of duties;

o HEHN GxP B FITEN R GRS RIFR, FWRIRT DB,

. ensuring audit trail activation for all interactions and restricting the ability to enable or
disable audit trails (Note: ‘back-end’ changes and ‘hard’ changes, such as hard deletes,
should not be allowed). Where audit trials can be disabled then this this action should
also appear in the audit trail;

s WRWFAXEESNHCERITERR, FIREIE A ZERATEITEERNEE ] CERAR
AT ERERME ER, MEMR), RTIUNERAHEITEER, MBAXNEED
Rz A BB ER

. having automated data capture systems and printers connected to equipment and
instruments in production (such as Supervisory Control and Data Acquisition (SCADA),
Human Machine Interface (HMI) and Programme Logic Control (PLCs) systems), in,
quality control, and in clinical research (such as Clinical Data Management (CDM)
systems), where possible;

o EURMEBELT, BENBIEXRERGIITENERZERI£~ZFE. QC MiEKIRR
AR BT (N FIEIERSE (SCADA) | AHLFRE (HMI)FIFE 2 =
(PLOFRZE. IRREIEEIE(COM) R L),

. designing processes in a way to avoid the unnecessary transcription of data or
unnecessary conversion from paper to electronic and vice versa; and

o RITRE, MNERAVENHIEES, AL RRLIRAEF, SOFBE 1
el 2K 5 0

*  ensuring the proximity of an official GxP time source to site of GxP activity and record
creation.

*  BRASIH GxP EFANC R A L — N IETUAY GxP B [E)R,

4.16. Systems, procedures and methodology used to record and store data should be
periodically reviewed for effectiveness. These should be updated throughout the data life
cycle, as necessary, where new technology becomes available. New technology
implementation must be evaluated before implementation to verify the impact on data
integrity.
NEMFEATICRMEEBIENRSE. BFANAENENM. YBEHFEATHN, X
WRIRN IZTEENBIRE & AR HTEN . EARNESAELHERTHE TR, X
S UEST BB S B MR

5. Quality risk management
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RERKREE

Note: documentation of data flows and data process maps are recommended to facilitate the
assessment, mitigation and control of data integrity risks across the actual and intended data
process(es).

EBICEESIERBEMEUE AR RS, U LR SIE R NI TE
MBS BITEfG . FEARANTES.

5.1. Data Integrity Risk Assessment (DIRA) should be carried out in order to identify and
assess areas of risk. This should cover systems and processes that produce data or, where
data are obtained and inherent risks. The DIRAs should be risk-based, cover the life cycle of
data and consider data criticality. Data criticality may be determined by considering how the
data is used to influence the decisions made. The DIRAs should be documented and reviewed,
as required, to ensure that it remains current.

RO TER T E M XS TEE (DIRA),  PURBIFITEE X 99U . XN IZ B~ £ E5iEN
REMERE, HERGHIEDTMEFANE . DIRAs iZET N, HEHIENE®
AT S BRI SCE M . BUR A BV O] DUBIS B FRZ AR a0 1T 52 M A A9 R SR R 1
JE. DIRAs VTR X It TRz, DENBRIRTER.

5.2. The risk assessments should evaluate, for example, the relevant GxP computerised
systems, supporting personnel, training, quality systems and outsourced activities.

RESTHE N TRE, BlantEXM GxP ITEN RS, AR, Fil. REERMINEE
z_ij] o

5.3. DI risks should be assessed and mitigated. Controls and residual risks should be
communicated. Risk review should be done throughout the document and data life cycle at a
frequency based on the risk level, as determined by the risk assessment process.

REZ VA FNREAR DI (9K . R X HI A e AR R XS #7708 . 72 FERA E A
BT, NREE TN KFEAGRFETHREZ, XEBIXRTHEIERE.

5.4. Where the risk assessment has highlighted areas for remedial action, the
prioritisation of actions (including the acceptance of an appropriate level of residual risk) and
the prioritisation of controls should be documented and communicated. Where long-term
remedial actions are identified, risk-reducing short-term measures should be implemented in
order to provide acceptable data governance in the interim.

LN THEIR E AR R RT, N W HMIETE R IR R (B HEXIE /K A R MBS A9
) MEGIERNNERFTCRITOR., NHE 7T KEPNETERE, NIk
R ERtEE, DERRINRE T EZ NIRRT,

5.5. Controls identified may include organizational, procedural and technical controls
such as procedures, processes, equipment, instruments and other systems in order to both
prevent and detect situations that may impact on data integrity. Examples include the
appropriate content and design of procedures, formats for recording, access control, the use
of computerized systems and other means.
EHRERTTRBEAR . BEMAEAMESE, nEF. AR, ®E&. USHEMER
g, BN s mEE T EMMNER. mIEEEFNELYRNERIT. B%
fogsC. AR TR RGN ERAMEMFR.
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5.6. Efficient risk-based controls should be identified and implemented to address risks
impacting data integrity. Risks include, for example, the deletion of, changes to and exclusion
of data or results from data sets without written justification, authorisation where
appropriate, and detection. The effectiveness of the controls should be verified (see
Appendix 1 for examples).

NHREMELIEASMETREEHNES R, BRAZWEIETEEANE. XEETE,
i, EREPEESR, EHEENMENNERLT, NEUERSESPMBR. BAHREdE
HER, BHIEENE R HTHEIACREI I 1),

6. Management review

EIEYH

6.1. Management should ensure that systems (such as computerized systems and paper
systems) are meeting regulatory requirements in order to support data integrity compliance.
EERENHBRAGENTENCRGNRARRR)HEEMNER, UXHHETENE
%}lﬂ;o

6.2. The acquisition of non-compliant computerized systems and software should be
avoided. Where existing systems do not meet current requirements, appropriate controls
should be identified and implemented based on risk assessment.

KR MEARTFEMENTEVRFERG. SMENREFEHE S IIANERE
Rz ARHE MBS T 8 78 7 SE i 1E 2 9 = 46T

6.3. The effectiveness of the controls implemented should be evaluated through, for
example:

P S e A O RT3 I T 77 St VA

. the tracking and trending of data;

* HIEARERFIEH AT

. a review of data, metadata and audit trails (e.g. in warehouse and material management,
production, quality control, case report forms and data processing); and

* HUR. TEEREITERGINECERMRER. £/~ RERH. MRiRERE
REIRALTE) Ay B %, AN

. routine audits and/or self-inspections, including data integrity and computerized
systems.

o BITEITA/S B, BREEEEEEMITEILRS.

7. Outsourcing

e

7.1. The selection of a contract acceptor should be done in accordance with an authorized
procedure. The outsourcing of activities, ownership of data, and responsibilities of each party
(contract giver and contract accepter) should be clearly described in written agreements.
Specific attention should be given to ensuring compliance with data integrity requirements.
Provisions should be made for responsibilities relating to data when an agreement expires.
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NIERAHUENREFEERITTT . NEPEML T RARBERINEES . SIENME
MARET ERAMNZRENDNTE. EEINEEHFRETEETBEER. NlER
RIZIHfE SEHIER KNI,

7.2. Compliance with the principles and responsibilities should be verified during periodic site
audits. This should include the review of procedures and data (including raw data and
metadata, paper records, electronic data, audit trails and other related data) held by the
relevant contract accepter identified in risk assessment.

R 7 EHAR I BRI R FIA RN RUAIR TN E M. XN 85X M TG R 57z 918
XZRTRENEFNEREEOERASBENTEHRE. KRS, BFEE. FiHBER
FMHEMBXEHIENES.

7.3. Where data and document retention are contracted to a third party, particular attention
should be given to security, transfer, storage, access and restoration of data held under that
agreement, as well as controls to ensure the integrity of data over their life cycle. This
includes static data and dynamic data. Mechanisms, procedures and tools should be
identified to ensure data integrity and data confidentiality, for example, version control,
access control, and encryption.

MRHEMNXHBEE=TTRE, NEFIIBEREZRATENEENTS. &%, F#.
FHEMRE, UERHBREEEEETEHANTEENES . XOEESEENNSE
B, NiZBRENSE. BFANTE, MHREGETEHNEEREE, GIREARERS . 15
e 4= & F AN .

7.4. GxP activities, including outsourcing of data management, should not be sub-contracted
to a third party without the prior approval of the contract giver. This should be stated in the
contractual agreements.

GxP &g, BIHHIEEIENNG, REZRHFELEME AEHEPELE=T. XNZH&E
ZHEML IR,

7.5. All contracted parties should be aware of the requirements relating to data governance,
data integrity and data management.

PRA ZFETTENIZ T S ERIETE . SR EMMEIEEEMAXRMNEK.

8. Training
il

8.1. All personnel who interact with GxP data and who perform GxP activities should be
trained in relevant data integrity principles and abide by organization policies and procedures.
This should include understanding the potential consequences in cases of non-compliance.

P #efik GxP BUHBFNINT GxP SERNMIA REN # ZAXEBIBETE M R, F&
BARBERNREF. XNORENTEREER TEEERNIER,

8.2. Personnel should be trained in good documentation practices and measures to prevent
and detect data integrity issues.

ARNEZRFXAHERATE, URIB AN e B M1 B AR

8.3. Specific training should be given in cases where computerized systems are used in the
generation, processing, interpretation and reporting of data and where risk assessment has
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shown that this is required to relevant personnel. Such training should include validation of
computerized systems and for example, system security assessment, back-up, restoration,
disaster recovery, change and configuration management, and reviewing of electronic data
and metadata, such as audit trails and logs, for each GxP computerized systems used in the
generation, processing and reporting of data.
LHEVUCRERTEIEN %, LB, #ENRE, FEXNRTERAEXARS
XEEET, NREREENEI. BN SETENARENEIE, §ln, RERe
Hh. & RE. RERE. TEMREERE, DUERNATEEEN. LEBEMREN
O exP ITEN A ARFENE FHENTHENTEE, NEITERMARE.

9. Data, data transfer and data processing

#ikE, BUREBMEBIELIE

9.1. Data may be recorded on paper or captured electronically by using equipment and
instruments including those linked to computerised systems. A combination of paper and
electronic formats may also be used, referred to as a “hybrid system”.

RO DUCE TAGK, thol UBE R R &N EBIESITEN AR FHEENREM
s #H T FRE., UKMNBFARXNESHITMUER, MABERER.

9.2. Data integrity consideration are also applicable to media such as photographs, videos,
DVDs, imagery and thin layer chromatography plates. There should be a documented
rationale for the selection of such a method.
HETEMEZELEATEN, WRA, 9, DVD, BBRMEREER. EFXHFE—
TITENIZE — XA EARG .

9.3. Risk-reducing measures such as scribes, second person oversight, verification and checks
should be implemented where there is difficulty in accurately and contemporaneously
recording data related to critical process parameters or critical quality attributes.
YXBIZSUG X BERERHEXIUEE DUEHRMNICREN, NXBHE, £ AL
B WA ATIRE SRR EE.

9.4. Results and data sets require independent verification if deemed necessary from the
DIRA or by another requirement.

% DIRA EHMERINA B VLEN, ERMEFEEFTEIRINHIA.

9.5. Programmes and methods (such as processing methods in sample analysis (see also
Good Chromatography Practices, TRS 1025) should ensure that data meet ALCOA+ principles.
Where results or data are processed using a different method/parameters, then each version
of the processing method should be recorded. Data records, content versions together with
audit trails containing the required details should allow for reconstruction of all data
processing in GxP computerized systems over the data life cycle.

R TTA IR T R AAEIETT VA (S0 TRS 1025 ( RIFEIENSE) )N HBREIETF
& ALCOA+R N, INRFERARB AT E/ SN ERS HIRH TR, RICRLEETTEN
FNRA. #ERICK. NEMRAMEEEMHELNFEITERN AT ESIRE RN
HE GxP ITEN RGN AT E HURLIE,

9.6. Data transfer/migration procedures should include a rationale and be robustly designed
and validated to ensure that data integrity is maintained during the data life cycle. Careful
consideration should be given to understanding the data format and the potential for
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alteration at each stage of data generation, transfer and subsequent storage. The challenges
of migrating data are often underestimated, particularly regarding maintaining the full
meaning of the migrated records.

HiREH/IHBEENSEREARRE, HELLUEMNRITHRIE, UHREETEEE
HURE AP RRE . EEURER. FRMNEEFENEIMNER, NIFAEERT R
IR TR AENER. THEENRREERIEME, R ELN FIEHICEN
TESXTTHE.

Data transfer should be validated. The data should not be altered during or after it is
transferred to the worksheet or other application. There should be an audit trail for this
process. The appropriate quality procedures should be followed if the data transfer during
the operation has not occurred correctly. Any changes in the middle layer software should be
managed through the appropriate Quality Management Systems (7).
FIRFERNENIE. 8BRS TERIIHAMY AEFHESZE AN EEN. I
HRENE— %EﬁLhOM%?Wﬁﬁ¢mﬁﬁ%ﬁ/ﬁE%L . NEEEENR
EEF. PEERGFNETEERNIZB %éMEE”ﬁ%¥ HITEIR(7),

AR hEE-RIERPEOSBEEZENEZER

10. Good documentation practices

RFXHTRINE

Note: The principles contained in this section are applicable to paper data.

SRR P R E A TR R

10.1. Good documentation practices should be implemented and enforced to ensure
compliance with ALCOA+ principles.

R SEREFIHIT REF SAFICFRAE FRTT & ALCOA+RN,

10.2. Data and recorded media should be durable. Ink should be indelible. Temperature-
sensitive or photosensitive inks and other erasable inks should not be used. Where related
risks are identified, means should be identified in order to ensure traceability of the data
over their life cycle.

BIRFICFKMEENIA . BRKEAFRE . AEERRESRIOEEUAEME D]
BEmE. MPEREXNE, NRERENHREEERESEHANTERM.

10.3. Paper should not be temperature-sensitive, photosensitive or easily oxidizable. If this is
not feasible or limited, then true or certified copies should be generated.

KRR ZBHH. AN ZEMUN . WATESR, MWEELEXHEINERE
=,

10.4. Specific controls should be implemented in order to ensure the integrity of raw data
and results recorded on paper records. These may include, but are not Iimited to:

ML ERES, MRFRICRAERK ENRREIENERNTEM ., XETREEE
{BARBRTF:

. control over the issuance and use of loose paper sheets at the time of recording data;

o XNTHURANK, AICFREEEN, WHERMAGCEMRH#TES,
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. no use of pencil or erasers;

s IEABEISREKE

U use of single-line cross-outs to record changes with the identifiable person who made
the change, date and reason for the change recorded (i.e. the paper equivalent to an
electronic audit trail);

s EABRTUZL, uﬁiW&ME& ERAR. ERHBREXMERERE(RIZEKK
oY F B FHITER)

. no use of correction fluid or otherwise, obscuring the original record;

c  NMERABERSIHEMITEESRIBICE;

. controlled issuance of bound, paginated notebooks;

o XWFHEIT. PTUWCER, ZEMNER

U controlled issuance and reconciliation of sequentially numbered copies of blank forms
with authenticity controls;

o FARBENMHRINFRSHZEEZRMNEE, HFXNELMHRTES)]

U maintaining a signature and initial record for traceability and defining the levels of
signature of a record; and

o #HPTEMEEMCE, WETEBRME, HAECERNEZRHH

. archival of records by designated personnel in secure and controlled archives.

© LEXAHBEEEARRGEZEN. XENAREH.

11. Computerized systems

HHEH RS

(Note. This section highlights some specific aspects relating to the use of computerized
systems. It is not intended to repeat the information presented in the other WHO guidelines
here, such as the WHO Guideline on computerized systems (3), WHO Guideline on validation
(2) and WHO Guideline on good chromatography practices (7). See references.)

A ADERNBEITENURGEREXN—LEATE., EASEEHM WHO
EEHNELS, Bl WHO ITEVIL RSG5/ (3), WHO KiiFFER (2)F1 WHO RIF 6%
M3E(7). BB

11.1. Each computerized system selected should be suitable, validated for its intended use,
and maintained in a validated state.

EENESMTENURGHESE, FRIEHTEMHME, MEFERIDRE.

11.2. Where GxP systems are used to acquire, record, transfer, store or process data,

management should have appropriate knowledge of the risks that the system and users may

pose to the integrity of the data.

Y exP REATHRI. L. FH. FRSGELEN, EEENES THASNA
B RE X EHE ST B M A XURS

11.3. Software of computerized systems, used with GxP instruments and equipment, should
be appropriately configured (where required) and validated. The validation should address
for example the design, implementation and maintenance of controls in order to ensure the
integrity of manually and automatically acquired data; ensure that Good Documentation
Practices will be implemented; and that data integrity risks will be appropriately managed
throughout the data life cycle. The potential for unauthorized and adverse manipulation of
data during the life cycle of the data should be mitigated and, where possible, eliminated.
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5 exP SR & —EEANTEN U RGN HTESNEENBR)NEILE.
WUER 3% B Blansdlayigit. SSERA4ER, IR Fah B shiR B A9 EE R 5T B 1 77
R RFHXAHE RIS IR T BN A BN BIRE AP B2 ESNEE,
HEEHENEFEHN, NEADNEEREENIARBANTEN, HETENBER
T, HRRXMEREM.

11.4. Where electronic instruments (e.g. certain pH meters, balances and thermometers) or
systems with no configurable software and no electronic data retention are used, controls
should be put in place to prevent the adverse manipulation of data and to prevent repeat
testing to achieve the desired result.
LEABEFNUERBIMNEL pH it . REFREITZORE TR EBR G-I H B FEHIER
FRRGH, NREESERE, B LEXNEERAATRIN, HEHLEA TR SHRER
T EE NI .

11.5. Appropriate controls for the detection of lapses in data integrity principles should be in
place. Technical controls should be used whenever possible but additional procedural or
administrative controls should be implemented to manage aspects of computerised system
control where technical controls are missing. For example, when stand-alone computerized
systems with a user-configurable output are used, Fourier-transform infrared spectroscopy
(FTIR) and UV spectrophotometers have user-configurable output or reports that cannot be
controlled using technical controls. Other examples of non-technical detection and
prevention mechanisms may include, but are not limited to, instrument usage logbooks and
electronic audit trails.

NAE S RGNS R BIETE RN . ZARMNER TN XBRA MRS, B
HERDBEARMEFNERLT, EEEFIMIEFESEEMES, NEETENLR
GEGNENTTE. G0, SEARAFTREERENEVBITEN LRSS, 20
THLSNCE(FTIR)FILE SN EIT MR E IR ES AR EN, TEFERRAN
=Hl, ERAMEARNFMA G E MG FoI s, EXRRT, (U=SEHARAEME
FHEITBER,

Access and privileges

i = AR

11.6. There should be a documented system in place that defines the access and privileges of
users of systems. There should be no discrepancy between paper records and electronic
records where paper systems are used to request changes for the creation and inactivation of
users. Inactivated users should be retained in the system. A list of active and inactivated users
should be maintained throughout the system life cycle.

RZE— M XA GREX ARG AP AARIFNER. HFEARKRRZRIEAOE
FMEAN, KRILRMBFILRZEBANGFEER. FANAPNERZEPRE. NE
BARG A AR gES A RMIEESN AR,

11.7. Access and privileges should be in accordance with the role and responsibility of the
individual with the appropriate controls to ensure data integrity (e.g. no modification,
deletion or creation of data outside the defined privilege and in accordance with the
authorized procedures defining review and approval where appropriate).
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WEFHN RN S ARMBEMTERE—, FHTEY G IAFEREGE T B M ()
W, FEHEMENRZIMEN. MERHCIEEIE, HESHBATHREBEHMERFFE
ML),

11.8. A limited number of personnel, with no conflict of interest in data, should be appointed
as system administrators. Certain privileges such as data deletion, database amendment or
system configuration changes should not be assigned to administrators without justification —
and such activities should only be done with documented evidence of authorization by
another responsible person. Records should be maintained and audit trails should be enabled
in order to track activities of system administrators. As a minimum, activity logging for such
accounts and the review of logs by designated roles should be conducted in order to ensure
appropriate oversight.
MiZz—EHEREHE DR AAHAPROAREARZEERR . REMNR, wHHEM
Br. BUREBRUHRAGREEN, FANIZERXEESEHNBEATHESEER, Bt
KENNERZ—PMARAHENBEIEBTHT. ATRERZAEERNES, NIZR
LRI BAFEITER. £4, NAEXEKFAEESHIEEACHEEIZAT, X
REINEE.

11.9. For systems generating, amending or storing GxP data, shared logins or generic user
access should not be used. The computerised system design should support individual user
access. Where a computerised system supports only a single user login or limited numbers of
user logins and no suitable alternative computerised system is available, equivalent control
should be provided by third-party software or a paper-based method that provides
traceability (with version control). The suitability of alternative systems should be justified
and documented (8). The use of legacy hybrid systems should be discouraged and a priority
timeline for replacement should be established.

NFFE EUEFE ek BIENFESE, ANEARZERIBARA. TENARE
BITNXFHNAAAED. MRTENUERZERAIFENAFEXIEREENAFE
%, BRBEEMNBRITENHRSE, NEE=FHRESIRHTEMN MBI RAES)
MR TTERBER RS . BRASGNEAMNFIERFFICEEB). FEREREBR
BRE, FNBEIERMLENEZR.

Audit trail
HitEER

11.10. GxP systems should provide for the retention of audit trails. Audit trails should reflect,
for example, users, dates, times, original data and results, changes and reasons for changes
(when required to be recorded), and enabling and disenabling of audit trails.

GxP RGN RIFHITERR. HINEERNIZKRER, #lan, A/, BHE. 8. REigEdEm
ZR. ERANEANRER(EFTEZICEN), UXBHAMNZERHEITRE.,

11.11. All GxP relevant audit trails should be enabled when software is installed and remain
enabled at all times. There should be evidence of enabling the audit trail. There should be
periodic verification to ensure that the audit trail remains enabled throughout the data life
cycle.

Fi GxP HHXMEITERRR ZERGLENBA, FREAREEE. N BRAHFEITEERR
BUIEHRE. N EHEIHITHIA, MBREREINEREEN UL F AT R REBARE.
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11.12. Where a system cannot support ALCOA+ principles by design (e.g. legacy systems with
no audit trail), mitigation measures should be taken for defined temporary periods. For
example, add-on software or paper-based controls may be used. The suitability of alternative
systems should be justified and documented. This should be addressed within defined
timelines.
WR—NRFEAREMRTT £ T HF ALCOA+JRN(FIan R B EHIHEERMNIEB R S), NEME
(9 i B EA 8] REXKNRUE 7. 5140, oF DUSE AT IR s B TRk vz hl . BREZME
RMNIZH#HTIRIEFIC R . RIZAENE KR 8] AR L [E)-,

Electronic signatures

BYEH

11.13. Each electronic signature should be appropriately controlled by, for example, senior
management. An electronic signature should be:

BOETERMBEZFELMNES, Gl SEEEAR, EFERNEHE

. attributable to an individual;

s THAEBENA

¢ free from alteration and manipulation

o AEEREN

U be permanently linked to their respective record; and
o SHIEFRKAXREKH

. date- and time-stamped.

«  BHEAMIRS(E1EL

11.14. An inserted image of a signature or a footnote indicating that the document has been
electronically signed is not adequate unless it was created as part of the validated electronic
signature process. The metadata associated with the signature should be retained.
BAZZEARNERXHEEZNIIZRAZSH, REEREAERIENBFERT
BH—8DTEN. NiZREE5EBEXKNTEIE.

Data backup, retention and restoration

BiEED, RENKRE

11.15. Data should be retained (archived) in accordance with written policies and procedures,
and in such a manner that they are protected, enduring, readily retrievable and remain
readable throughout the records retention period. True copies of original records may be
retained in place of the original record, where justified. Electronic data should be backed up
according to written procedures.

FENZBPHBRMNEFREGEY), FECRREFHEHRARRE, HA, HTRR
FRFFET L. WA, TURERICRPVELRARBRICEK. BFHENZP@EE
&0

11.16. Data and records, including backup data, should be kept under conditions which
provide appropriate protection from deterioration. Access to such storage areas should be
controlled and should be accessible only by authorized personnel.
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HIETICR, BRENEIE NRFEEIHFRIPEFHT, MeBL. #ARE#EEFX
HEZE, HREZEMHNART N,

11.17. Data retention periods should be defined in authorized procedures.

BIRRT RN AL R R INMURE.

11.18. The decision for and manner in which data and records are destroyed, should be
described in written procedures. Records for the destruction should be maintained.

R AEBEREFPHEREENCREHERAREMTRN . FRICKET URF.

11.19. Backup and restoration processes should be validated. The backup should be done
routinely and periodically be restored and verified for completeness and accuracy of data and
metadata. Where any discrepancies are identified, they should be investigated and
appropriate action taken.

ROz &MARESEH#HTRIE. NERHTED, FERE, HHIASEEMTEdE
ST BEMMARY. SRIEATERN, R#ETEEHFRXBUES N7,

12. Data review and approval

Bmw g

12.2. There should be a documented procedure for the routine and periodic review, as well
as the approval of data. Personnel with appropriate knowledge and experience should be
responsible for reviewing and checking data. They should have access to original electronic
data and metadata.
NEPERFNHEHTEHENEHTEE, NAME, NVEAEFHENMAFZKEHNAR
MIREIZEIR . IR A9 0] R I B F AR A T iR .

12.3. The routine review of GxP data and meta data should include audit trails. Factors such
as criticality of the system (high impact versus low impact) and category of audit trail
information (e.g. batch specific, administrative, system activities, and so on) should be
considered when determining the frequency of the audit trail review.

GxP B ITHENH FHEZN OFEEITER . SHEHINERHZNMERN, NiZHE
REMARZXBE (S VS K0 MEITERESNENBIMHARER, EEE
R, BgEn), FHERER.

12.4. A procedure should describe the actions to be taken where errors, discrepancies or
omissions are identified in order to ensure that the appropriate corrective and preventive
actions are taken.

RN #HREIER. ZFFRRNEZXBAER, MFHERXBUE S /9Y EMMPHE
i

12.5. Evidence of the review should be maintained.

R AR 17 R AZ IR o

12.6. A conclusion, where required, following the review of original data, metadata and audit
trail records should be documented, signed and dated.

FREN, AEZRGEE. THEMEITERICXE, NIERER, HERIFHAEAE
/H\HO
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13. Corrective and preventive actions

Y IEFTARsEHE

13.1. Where organizations use computerized systems (e.g. for GxP data acquisition,
processing, interpretation, reporting) which do not meet current GxP requirements, an action
plan towards upgrading such systems should be documented and implemented in order to
ensure compliance with current GxP.

LHEAFEANTEN R Z(BIZAT GxP HIEHRI. L4IE. BF. ®RETHFEUT
GxP BRE, MFIEFLMFRILKRFENTHITN, MBRTFEIITH 6P EK.

13.2. When lapses in GxP relevant data regarding data integrity are identified, a risk-based
approach may be used to determine the scope of the investigation, root cause, impact and
CAPA, as appropriate. Health authorities, contract givers and other relevant organizations
should be notified if the investigation identifies a significant impact or risk to, for example,
materials, products, patients, reported information or data in application dossiers, and
clinical trials.

BRI GxP AR EHRMNEIET BN T ENREE, TUEAETRRNITERRE RS
FOSEE. IRARE. i CAPARLIERTE). MRIFELMNPEL. =R, BF. B
AR PRENEEHEE AR MK F~EEALZWINEG, NBMEELF. &
FRAMEMEXEALR,
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Appendix 1
B3R 1

Examples in data integrity management

BETBEMEETA

This Appendix reflects on some examples in data integrity management in order to support
the main text on data integrity. It should be noted that these are examples and are intended
for the purpose of clarification only.

AMFRR T — LR EMEEN T MR TEIETEMMNIEX. Kz
YR, XERGMXA TR,

Example 1: Quality risk management and data integrity risk assessment

Bl 1. B R e B IR EIE T B KBS TG

Risk management is an important part of good practices (GxP). Risks should be identified and

assessed and controls identified and implemented in order to assist manufacturers in

preventing possible DI lapses.

Mo EE R RIFASE(GP)NEEAMEB . NIRAFTHENEE, #EMLiEizE
aht, IAFBHIE R A LE T REAY DI K3

As an example, a Failure Mode and Effects Analysis (FMEA) model (or any other tool) can be
used to identify and assess the risks relating to any system where data are, for example,
acquired, processed, recorded, saved and archived. The risk assessment can be done as a
prospective exercise or retrospective exercise. Corrective and preventive action (CAPA)
should be identified, implemented and assessed for its effectiveness.

fFlan, KR FF D Hr(FMEARE (ST H A4 T B) T XA TR IR E 55
PEFRER | ME B3 Wﬁuﬂﬁ 1?:17?%@9@9’]%40 KBS TAE BT A fE A TRE
g E(CAPA) FH 3T B U3 177F

1

For example, if during the weighing of a sample, the entry of the date was not
contemporaneously recorded on the worksheet but the date is available on the print-out
from a weighing balance and log book for the balance for that particular activity. The fact that
the date was not recorded on the worksheet may be considered a lapse in data integrity
expectations. When assessing the risk relating to the lack of the date in the data, the risk may
be considered different (lower) in this case as opposed to a situation when there is no other
means of traceability for the activity (e.g. no print-out from the balance). When assessing the
risk relating to the lapse in data integrity, the severity could be classified as “low” (the data is
available on the print-out); it does not happen on a regular basis (occurrence is “low”), and it
could easily be detected by the reviewer (detection is “high”) — therefore the overall risk
factor may be considered low. The root cause as to why the record was not made in the
analytical report at the time of weighing should still be identified and the appropriate action
taken to prevent this from happening again.

B, MREFNRRERE, REEMNICERAY, ESHHTUMRERFEMAE
FTENH k. RICFREHPNELTEBIADZEIRET B ERNR. STHESH
ErhakD BEIER NS, XFER THINEE 5% xHYIF 5 (1]
ARBEM R FRITENH R)BLLEARR (BRIR) « HIHESEEZBMEREER
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Example 2: Good documentation practices in data integrity

7 2: BARTERMR RF ST RATE

Documentation should be managed with care. These should be appropriately designed in
order to assist in eliminating erroneous entries, manipulation and human error.

RNVOHEIEN M. MBS, UEBERERNEA, RAMAAHER,

Formats

L 528

Design formats to enable personnel to record or enter the correct information
contemporaneously. Provision should be made for entries such as, but not limited to, dates,
times (start and finish time, where appropriate), signatures, initials, results, batch numbers
and equipment identification numbers. When a computerized system is used, the system
should prompt the personnel to make the entries at the appropriate step.

WitE, AREBENIZRIBALERONER. NAE, fim, EFRRT. B
B, ME(EHN, FRMERRNE). 2. 878 &R #iSTHRERESHNIE
5. EATENLCRGHN, RENAEESNTRIETARBA.

Blank sheets of paper

=EHRHK

The use of blank sheets should not be encouraged. Where blank sheets are used (e.g. to
supplement worksheets, laboratory notebooks and master production and control records),
the appropriate controls have to be in place and may include, for example, a numbered set of
blank sheets issued which are reconciled upon completion. Similarly, bound paginated
notebooks, stamped or formally issued by designated personnel, allow for the detection of
unofficial notebooks and any gaps in notebook pages. Authorization may include two or three
signatures with dates, for example, “prepared by” or “entered by”, “reviewed by” and
“approved by”.

AREMEREARKK. SFEASBHRKE(FIM, EATHECEER LRFILE
K, FAEFMEHICENHT), NBEELNES, 81 fla, KN—EH8F
SHZEARK, FETHREEX . B, KEEAREENERLTHNE ﬂﬁﬁm
EEA, TUEXIFEERXPCEFAMCEA LEEAZEE. BT EHERE
T/, FOXRABEHE, Bl FTEIAMERN BN AN,

Error in recording data

IEREBIRAEIR

Care should be taken when entries of data and results (electronic and paper records) are
made. Entries should be made in compliance with good documentation practices. Where
incorrect information had been recorded, this may be corrected provided that the reason for
the error is documented, the original entry remains readable and the correction is signed and
dated.
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Example 3: Data entry

Bl 3: HIRIRS

Data entry includes for example sample receiving registration, sample analysis result
recording, logbook entries, registers, batch manufacturing record entries and information in
case report forms. The recording of source data on paper records should be done using
indelible ink, in a way that is complete, accurate, traceable, attributable and free from errors.
Direct entry into electronic records should be done by responsible and appropriately trained
individuals. Entries should be traceable to an individual (in electronic records, thus having an
individual user access) and traceable to the date (and time, where relevant). Where
appropriate, the entry should be verified by a second person or entered through technical
means such as the scanning of bar-codes, where possible, for the intended use of these data.
Additional controls may include the locking of critical data entries after the data are verified
and a review of audit trails for critical data to detect if they have been altered. The manual
entry of data from a paper record into a computerized system should be traceable to the
paper records used which are kept as original data.

HIRES R, flataElEIL. #aoERICK. BERE. Bt #tE/~
ﬁiﬁ%ﬁAMﬁihuﬁﬁﬁoﬁﬁﬂii%ﬁi%ﬁﬁ%?&@Ei,u*
B, OEH. TEH. JARE. THRMITRNIER. EFICEKNEERANBERRT
B, 2ESEIINARZN. ﬁ%%MAﬁTLW PMAEFIEE, %ﬁAA%
FW@)#TLWIE%WH@ WHAR). EEHNBERT, WMAKLBE -1
B RAMFTEAEFRATFRAA, Llﬁﬁﬁil_EEéiiﬁﬁﬁ
ﬂ%%%oﬁﬁﬁ @%T%%ﬁ%MFﬁE%%W%$E,%ﬁ%%ﬁ%%
HINERII TR, uﬁwbm BWER . NERIERFIHRAZITENLRS
R BRI ] PUEZIE N R IR BR R AV BT X

Example 4: Dataset

Bl 4: RS

All data should be included in the dataset unless there is a documented, justifiable, scientific
explanation and procedure for the exclusion of any result or data. Whenever out of
specification or out of trend or atypical results are obtained, they should be investigated in
accordance with written procedures. This includes investigating and determining CAPA for
invalid runs, failures, repeats and other atypical data. The review of original electronic data
should include checks of all locations where data may have been stored, including locations
where voided, deleted, invalid or rejected data may have been stored. Data and metadata
related to a particular test or product should be recorded together. The data should be
appropriately stored in designated folders. The data should not be stored in other electronic
folders or in other operating system logs. Electronic data should be archived in accordance
with a standard operating procedure. It is important to ensure that associated metadata are
archived with the relevant data set or securely traceable to the data set through relevant
documentation. It should be possible to successfully retrieve all required data and metadata
from the archives. The retrieval and verification should be done at defined intervals and in
accordance with an authorized procedure.
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Example 5: Legible and enduring

Bl 5: EHTRRFA

Data and metadata should be readable during the life cycle of the data. Electronic data are
normally only legible/readable through the original software application that created it. In
addition, there may be restrictions around the version of a software application that can read
the data. When storing data electronically, ensure that any restrictions which may apply and
the ability to read the electronic data are understood. Clarification from software vendors
should be sought before performing any upgrade, or when switching to an alternative
application, to ensure that data previously created will be readable.

Other risks include the fading of microfilm records, the decreasing readability of the coatings
of optical media such as compact disks (CDs) and digital versatile/video disks (DVDs), and the
fact that these media may become brittle.

Similarly, historical data stored on magnetic media will also become unreadable over time as
a result of deterioration. Data and records should be stored in an appropriate manner, under
the appropriate conditions.

Example 6: Attributable
f5l 6: TTIFE

Data should be attributable, thus being traceable to an individual and where relevant, the
measurement system. In paper records, this could be done through the use of initials, full
handwritten signature or a controlled personal seal. In electronic records, this could be done
through the use of unique user logons that link the user to actions that create, modify or
delete data; or unique electronic signatures which can be either biometric or non-biometric.
An audit trail should capture user identification (ID), date and time stamps and the electronic
signature should be securely and permanently linked to the signed record.

Example 7: Contemporaneous

TH7: A%

Personnel should record data and information at the time these are generated and acquired.
For example, when a sample is weighed or prepared, the weight of the sample (date, time,
name of the person, balance identification number) should be recorded at that time and not
before or at a later stage. In the case of electronic data, these should be automatically date-
and time-stamped. In case hybrid systems are to be used, including the use for an interim
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period, the potential and criticality of system breaches should be covered in the assessment
with documented mitigating controls in place. (The replacement of hybrid systems should be
a priority with a documented CAPA plan.) The use of a scribe to record an activity on behalf of
another operator should be considered only on an exceptional basis and should only take
place where, for example, the act of recording places the product or activity at risk, such as,
documenting line interventions by aseptic area operators. It needs to be clearly documented
when a scribe has been applied.

“In these situations, the recording by the second person should be contemporaneous with
the task being performed, and the records should identify both the person performing the
task and the person completing the record. The person performing the task should
countersign the record wherever possible, although it is accepted that this countersigning
step will be retrospective. The process for supervisory (scribe) documentation completion
should be described in an approved procedure that specifies the activities to which the
process applies.” (Extract taken from the Medicines & Healthcare Products Regulatory
Agency (MHRA) GxP data integrity guidance and definitions (10).)

A record of employees indicating, their name, signature, initials or other mark or seal used
should be maintained to enable traceability and to uniquely identify them and the respective
action.

Example 8: Changes
5 8: TE

When changes are made to any GxP result or data, the change should be traceable to the
person who made the change as well as the date, time and reason for the change. The
original value should not be obscured. In electronic systems, this traceability should be
documented via computer generated audit trails or in other metadata fields or system
features that meet these requirements. Where an existing computerized system lacks
computer-generated audit trails, personnel may use alternative means such as procedurally
controlled use of log-books, change control, record version control or other combinations of
paper and electronic records to meet GxP regulatory expectations for traceability to
document the what, who, when and why of an action.

Example 9: Original

il 9: JRHA

The first or source capture of data or information and all subsequent data required to fully
reconstruct the conduct of the GxP activity should be available. In some cases, the electronic
data (electronic chromatogram acquired through high-performance liquid chromatography
(HPLC)) may be the first source of data and, in other cases, the recording of the temperature
on a log sheet in a room — by reading the value on a data logger. This data should be
reviewed according to the criticality and risk assessment.

Example 10: Controls

il 10: E=HIFER

Based on the outcome of risk assessment which should cover all areas of data governance
and data management, appropriate and effective controls should be identified and
implemented in order to assure that all data, whether in paper records or electronic records,
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will meet GxP requirements and ALCOA+ principles. Examples of controls may include, but
are not limited to:

the qualification, calibration and maintenance of equipment, such as balances and pH meters,
that generate printouts;

the validation of computerized systems that acquire, process, generate, maintain, distribute,
store or archive electronic records;

review and auditing of activities to ensure that these comply with applicable GxP data
integrity requirements;

the validation of systems and their interfaces to ensure that the integrity of data will remain
while transferring between/among computerized systems;

evaluation to ensure that computerized systems remain in a validated state;
the validation of analytical procedures;

the validation of production processes;
a review of GxP records;

ensuring effective review and oversight of the Batch Release Systems and processes by using
different oversight and review techniques to ensure that data have not changed since the
original entry; and

the investigation of deviations, out of trend and out of specifications results.

Example 11: Accuracy
Points to consider for assuring accurate GxP records:

the entry of critical data into a computer by an authorized person (e.g. entry of a master
processing formula) requires an additional check on the accuracy of the data entered
manually. This check may be done by independent verification and release for use by a
second authorized person or by validated electronic means. For example, to detect and
manage risks associated with critical data, procedures would require verification by a second
person;

validation and control over formulae for calculations including electronic data capture
systems;

ensuring correct entries into the laboratory information management system (LIMS) such as
fields for specification ranges;

other critical master data, as appropriate. Once verified, these critical data fields should
normally be locked in order to prevent further modification and only be modified through a
formal change control process;

the process of data transfer between systems should be validated;

the migration of data including planned testing, control and validation; and

when the activity is time-critical, printed records should display the date and time stamp.
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