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1. Please clarify the following terms as they relate to CGMP records:
1.H# K CGMP i, WHEIHALL T ARIE:

a. What is “data integrity”?

a. fHa =R Bl e

For the purposes of this guidance, data integrity refers to the completeness,
consistency, and accuracy of data. Complete, consistent, and accurate data should
be attributable, legible, contemporaneously recorded, original or a true copy, and
accurate (ALCOA).5

AR, BB R iR e etk —BEmdetE. B4, —Eo
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(contemporaneously) #{1C3%. [RUGME Coriginal) B SEA R4,  FlvEmm
(accurate) (ALCOA) .

These characteristics are important to ensuring data integrity and are addressed
throughout the CGMP regulations for drugs. For attributable, see §§ 211.101(d),
211.122,211.186, 211.188(b)(11), and 212.50(c)(10); for legible, see §§ 211.180(e)
and 212.110(b); for contemporaneously recorded (at the time of performance), see
§§ 211.100(b) and 211.160(a); for original or a true copy, see §§ 211.180 and
211.194(a); and for accurate, see §§ 211.22(a), 211.68, 211.188, and 212.60(g).

TR T A R R SR AR O, RN CGMP TR A B . X
FIHEM:, 2 see §§ 211.101(d). 211.122. 211.186. 211.188(b)(11),
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Data integrity is critical throughout the CGMP data life cycle, including in the
creation, modification, processing, maintenance, archival, retrieval, transmission,
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and disposition of data after the record’s retention period ends.6 System design and
controls should enable easy detection of errors, omissions, and aberrant results
throughout the data’s life cycle.
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b. What is “metadata”?

Metadata is the contextual information required to understand data. A data value is
by itself meaningless without additional information about the data. Metadata is
often described as data about data. Metadata is structured information that
describes, explains, or otherwise makes it easier to retrieve, use, or manage data.
For example, the number “23" is meaningless without metadata, such as an
indication of the unit “mg.” Among other things, metadata for a particular piece of
data could include a date/time stamp documenting when the data were acquired, a
user ID of the person who conducted the test or analysis that generated the data,
the instrument ID used to acquire the data, material status data, the material
identification number, and audit trails.

TORARE T BRI B SUE R B R T BRI &, BaR{EA 2
B RS . TUBHEE BRI A CEE OB . TR A L MR DAL
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Data should be maintained throughout the record’s retention period with all
associated metadata required to reconstruct the CGMP activity (e.g., §§ 211.188 and
211.194). The relationships between data and their metadata should be preserved in
a secure and traceable manner.

BAm R AR RAF I A R, PR S EE cGMP 753D (i, §§211.188
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c. What is an “audit trail”?

ot e
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For purposes of this guidance, audit trail means a secure, computer-generated,
time-stamped electronic record that allows for reconstruction of the course of
events relating to the creation, modification, or deletion of an electronic record. For
example, the audit trail for a high perfoermance liquid chromatography (HPLC) run
should include the user name, date/time of the run, the integration parameters used,
and details of a reprocessing, if any. Documentation should include change
justification for the reprocessing.

WMATERI S, B TR Z2n . tHEHUVERE . A R R FidR, R
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() MEAGEE, SRS EAENAEERE.

Audit trails include those that track creation, modification, or deletion of data (such
as processing parameters and results) and those that track actions at the record or
system level (such as attempts to access the system or rename or delete a file).

L H T B B AR AR L His (i b FE 2 Es B Gl 5 o alim bR 1 PR
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.

CGMP-compliant record-keeping practices prevent data from being lost or obscured
and ensure that activities are documented at the time of performance (see §§
211.68, 211.100, 211.160(a), 211.188, and 211.194). Electronic record-keeping
systems, which include audit trails, can support these CGMP requirements.

T CGMP [Fc e R AF By 1 HiH 2 R sl s, i (R7E BT IS Sl e 3 (AL
§§ 211.160(a), 211.194, and212.110(b)) . HLFidR#AF RS, HPuFEH IHERE,
RERY i L IX e cGMP 3R .

d. How does FDA use the terms “static” and “dynamic” as they relate to record
formats?

d. 2435 R0 TR, FOA e i AREEA  sh A2

For the purposes of this guidance, static is used to indicate a fixed-data record such
as a paper record or an electronic image, and dynamic means that the record format
allows interaction between the user and the record content. For example, a dynamic
chromatographic record may allow the user to change the baseline and reprocess
chromatographic data so that the resulting peaks may appear smaller or larger. It
also may allow the user to modify formulas or entries in a spreadsheet used to
compute test results or other information such as calculated yield.
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e. How does FDA use the term “backup” in § 211.68(b)?
e. FDA Wi{al{fi[f1§ 211.68(b) it AR iE & 15 ?

FDA uses the term backup in § 211.68(b) to refer to a true copy of the original record
that is maintained securely throughout the record retention period (e.g., § 211.180).
Backup data must be exact, complete, and secure from alteration, inadvertent
erasures, or loss (§ 211.68(b)). The backup file should contain the data (which
includes associated metadata) and should be in the original format or in a format
compatible with the original format.

FDA {8118 211.68(b) " A A TE“ 2 47 ” HIRIETERE AN s R A7 U (7] 22 42 B AR 77 1) St
SREE I BT RIS (B, §211.180) o & SCPF RIS HdlE (RIEHISGT
"), IR LU AEHS A ER Y R AR F AR IR AT .

FDA's use of the term backup is consistent with the term archive as used in guidance
for industry and FDA staff General Principles of Software Validation.

FDA 7EAT MLAR P RV F Bl — R M B e rpony kA —d sy IR — iAo fd
FI 2 — 5.

Temporary backup copies (e.g., in case of a computer crash or other interruption)
would not satisfy the requirement in § 211.68(b) to maintain a backup file of data.

e et 2 A (BT, 8 UL 5t LAl T W R B ) AR 211.68(b)
ORAFPEUHE & SR 2E5K

f. What are the “systems” in “computer or related systems” in § 211.687?
f.§211.68 1, fE“IFEIHLEH X RGP RE E 47

The American National Standards Institute (ANSI) defines systems as people,
machines, and methods organized to accomplish a set of specific functions.7
Computer or related systems can refer to computer hardware, software, peripheral
devices, networks, cloud infrastructure, personnel, and associated documents (e.g.,
user manuals and standard operating procedures).8
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2. When is it permissible to invalidate a CGMP result and exclude it from the
determination of batch conformance?

2.0} e VA caMP B HIE AT H BAE AR & PR e ?

Data created as part of a CGMP record must be evaluated by the quality unit as part
of release criteria (see §§ 211.22 and 212.70) and maintained for CGMP purposes
(e.g., § 211.180).9 Electronic data generated to fulfill CGMP requirements include
relevant metadata required to reconstruct the CGMP activity captured in the record.
Invalidating test results to exclude them from gquality unit decisions about
conformance to a specification requires a valid, documented, scientifically sound
justification. See, for example, §§ 211.160(b), 211.188, 211.192, and 212.71(b) and
the guidance for industry Investigating Out-of-Specification (O0S) Test Results for
Pharmaceutical Production. Even if test results are legitimately invalidated on the
basis of a scientifically sound investigation, the full CGMP batch record provided to
the quality unit would include the original (invalidated) data, along with the
investigation report that justifies invalidating the result. The requirements for record
retention and review do not differ depending on the data format; paper-based and
electronic data record-keeping systems are subject to the same requirements.

£l CGMP i3 I — 43 B 1 e A el B3R 0 0 AT b B — BB B &
FRITPEAG (WL§§211.22 1 212.70) , FF T LACRAE LLFF & cGMP (40, § 211.180) .
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B, AR, BlAES R IS (L2 1888 211.160(b) . 5 211 188, 211.
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9 For purposes of this guidance, the term quality unit is synonymous with the term
quality control unit. For the definition of quality control unit, see § 210.3(b)(15).

9 EAIRFEE Y, "HEE ] i "FEIEHEE T e A [E A . RS
HER TR E X, 155 W.§ 210.3(b)(15).

In computer science, validation refers to ensuring that software meets its
requirements. However, this may not meet the definition of process validation as
found in guidance for industry Process Validation: General Principles and Practices:
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“The collection and evaluation of data ... which establishes scientific evidence that a
process is capable of consistently delivering quality products.” See also ICH guidance
for industry Q7 Good Manufacturing Practice Guide for Active Pharmaceutical
Ingredients, which defines validation as providing assurance that a specific process,
method, or system will consistently produce a result meeting predetermined
acceptance criteria. For purposes of this guidance, validation is being used in a
manner consistent with the above guidance documents.

FEVHENURR AT, B b2 fR R PR i A2 JLBEK SR, 3X T HE FDA AT kIR pE¢ T
SHE: — AR MAREY X T ZERE S B RNCRANERY, BT E
REEFFER A AT S LB R A @ AHEUE R . EZ 8 IcH Q7 KTt
A5 GMP 519, 1ZAR PSR SRIEE SO RIERS E 1Y T2, THEs R GUR 8™ &
TP E MR b e S5 0. BRIk, SRR 7 30 Bk 2 50 fF— 2.

3. Does each CGMP workflow on a computer system need to be validated?

3BRATHEN RS LR TR B ERLIED?

Yes, a CGMP workflow, such as creation of an electronic master production and
control record (MPCR), is an intended use of a computer system to be checked
through validation (see §§ 211.63, 211.68(b), and 211.110(a)). The extent of
validation studies should be commensurate with the risk posed by the automated
system. When the same system is used to perform both CGMP and non-CGMP
functions, the potential for non-CGMP functions to affect CGMP operations should
be assessed and mitigated appropriately.10

M, TARRL a7 =4 i Hlid st (MPCR) HIBIEE, 27 BhMid i8Hr
AT E A G (086211.63, 211.68(b)F1 211.110(a)) . I&iEHF
eI 5 E Bk &R Gy R ) B AR . S R A — R [FR B AT comp fildkE
CGMP DhRERS, RLE 7T fE g2 AE cGMP ZhEESEm CGMP 515 1Y AT REHE .

If you validate the computer system but you do not validate it for its intended use,
you cannot know if your workflow runs correctly.11 For example, qualifying the
Manufacturing Execution System (MES) platform, a computer system, ensures that it
meets its relevant requirements and specifications; however, it does not
demonstrate that a given MPCR generated by the MES contains the correct
calculations. In this example, validating the workflow ensures that the intended
steps, requirements, and calculations in the MPCR are accurate and perform
properly. This is similar to reviewing a paper MPCR and ensuring all supporting
procedures are in place before the MPCR is implemented in production (see §§
211.100, 211.186, and 212.50(b) and the guidance for industry PET Drugs—Current
Good Manufacturing Practice (CGMP)).
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HEEF A,  (M.§§211.100, 211.186, 212.50(b), I (PET 24 ik A= i B FAR
o (campP) B ATALFREE)

FDA recommends you implement appropriate controls to manage risks associated
with each element of the system. Controls that are appropriately designed to
validate a system for its intended use address software, hardware, personnel, and
documentation.

FDA H R HUE =4 R LU HL S R G0 R AN ZAR SC AR o SRIBUE 24 4% ] BA
KHIE REUAF LU IS, BARREE. BEMR. A RICH.

4, How should access to CGMP computer systems be restricted?

4. TR HIXY caMP THHEHLR G/ VrIH ?

You must exercise appropriate controls to assure that changes to computerized
MPCRs or other CGMP records or input of laboratory data into computerized records
can be made only by authorized personnel (§ 211.68(b}). Other examples of records
for which control should be restricted to authorized personnel include automated
visual inspection records, electronic materials management system records, and
automated dispensing system weighing records. FDA recommends that you restrict
the ability to alter specifications, process parameters, data, or manufacturing or
testing methods by technical means where possible (e.g., by limiting permissions to
change settings or data).

R Db A ER IS 22 42 ] LA Aot 1 BAL AL MPCR B CGMP i3 (19 B 2, Bkt
LR RHER AT, (LA SRR BT (§211.68(b)) o HT M
PR T RN G Fe Fon il adE, HaiTieics. i rRERE Rgid i A
HIECH REFRIIC 3 . FDA BRI, WERATEE, il AR FEIRE M irdE. T 2%
B, BaE, SUEFEE I TR TR (P, PR E R T MORR)

The system administrator role, including any rights to alter files and settings, should
be assigned to personnel independent from those responsible for the record content.
To assist in controlling access, it is important that manufacturers establish and
implement a method for documenting authorized personnel’s access privileges for
each CGMP computer system in use (e.g., by maintaining a list of authorized
individuals) (see § 211.68(b)).
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5. Why is FDA concerned with the use of shared login accounts for computer
systems?

5.9t 4 FDOA RIETHEHLRGHAERIK S HIER?

When login credentials are shared, a unique individual cannot be identified through
the login and the system would not conform to the CGMP requirements in parts 211
and 212. FDA requires that system controls, including documentation controls, be
designed in accordance with CGMP to assure product quality (e.g., §§ 211.100 and
212.50). For example, you must implement documentation controls that ensure that
the actions as described in question 4 are attributable to a specific individual (see §§
211.68(b), 211.188(b)(11), 211.194(a)(7) and (8), and 212.50(c)(10)).

AL ERS, okE g R RN, H RS AT Part211 I
Part212 (1) CGMP %3k . FDA E R Rgiiwl, W=, Mgl camp ()
11, §§21.100 A1 211.100)) it LABGGRE = M & o @ldn, PR 20 St S E ),
CLAf G in] 2 4 B AR ErT B M 25 E D (L 211.68(b). 211.188(b)(11)-
211.194(a)(7) F1 (8) Al 212.50(c)(10))-

Shared, read-only user accounts that do not allow the user to modify data or settings
are acceptable for viewing data, but they do not conform with the part 211 and 212
requirements for actions, such as second person review, to be attributable to a
specific individual.

P, (HJEAS SR VF P A e BE R Bk P DA 7 B 2 ) DL S2 1,
{EE AT HE LR 2 (058 — N RZ), REANEE A S 211 A1 212 #5050 T Ia ¥ A2
FEANNAEAEE R

6. How should blank forms be controlled?
6,57 4 ] $5 i1l 25 5 30 ?

There must be document controls in place to assure product quality (see §§ 211.100,
211.160(a), 211.186, 212.20(d), and 212.60(g)). For example, bound paginated
notebooks, stamped for official use by a document control group, provide good
document control because they allow easy detection of unofficial notebooks as well
as any gaps in notebook pages. If used, blank forms (e.g., electronic worksheets,
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laboratory notebooks, and MPCRs) should be controlled by the quality unit or by
another document control method. As appropriate, numbered sets of blank forms
may be issued and should be reconciled upon completion of all issued forms.
Incomplete or erroneous forms should be kept as part of the permanent record
along with written justification for their replacement (see, e.g., §§ 211.192, 211.194,
212.50(a), and

212.70(f)(1)(vi)). All data required to recreate a CGMP activity should be maintained
as part of the complete record.

WAIIAT S5 I AR S it & (.88 211,100, 211.160(a), 211.186, 212.20(d)
M1212.60(g)) - P, ZATAT RS AS, iSO N o 55 A r R s
F, 32487 REFEsofdes], B EATA] Ay (b Ik F A0 A DL R e s
AR AT RO, FOA FUL, AR ERIME, S EA RS (Il RRBETR. S5
FALKAMN MPCR) 7 pH Jo & 345 [ Tl p F e SOl iE ] . Rl AR A
SH BT AR, HAE TSR X T ORI FAG AT . AN e B RR )
FAEREAE gk e s — 85 BA7, IFPA T Se R AR 10 i3] (i, W
§§211.192, 211.194, 212.50(a)# 212.70(f)(1)(vi)) - FILLTE & CGMP 555 T i i1
FIT AT Scin R A R e Bl S 1 — A I BL AR A

7. Who should review audit trails?
7HEN Z R B RR?

Audit trail review is similar to assessing cross-outs on paper when reviewing data.
Personnel responsible for record review under CGMP should review the audit trails
that capture changes to data associated with the record as they review the rest of
the record (e.g., §§ 211.22(a), 211.101(c) and (d), 211.103, 211.182, 211.186(a),
211,192, 211.194(a)(8), and 212.20(d)). For example, all production and control
records, which includes audit trails, must be reviewed and approved by the quality
unit (§ 211.192). The regulations provide flexibility to have some activities reviewed
by a person directly supervising or checking information (e.g., § 211.188). FDA
recommends a quality system approach to implementing oversight and review of
CGMP records.12

BT B BRI T 76 o B E O PP A 40 R b i ) R R A« 7 B s s A I R
JL o A T IR R DA R S TSR DG R T 2 (e.g., §8 211.22(a), 211.101(c) and

(d), 211.103, 211.182, 211.186(a), 211.192, 211.194(a)(8), and 212.20(d)). 1l4m, Fr
B Edd s, IS THERER, #R i R e A REE (58 211,192

) o IERHRAE T RAGYE, WL b R R nlR A A SR AN SR R R R Bl (f5]
W1, §211.188) . FDA ZUCKH i K 22 772 R EC RN CGMP c 35 it M B R o
7.
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8. How often should audit trails be reviewed?
HIHEBMNSZ AHEZ —IR?

If the review frequency for the data is specified in CGMP regulations, adhere to that
frequency for the audit trail review. For example, § 211.188(b) requires review after
each significant step in manufacture, processing, packing, or holding, and § 211.22
requires data review before batch release. In these cases, you would apply the same
review frequency for the audit trail.

R cGMP HE 1 Hih B R, R MGZ R AT RTHE AR . B,
§211.188(b) ERTEA ™. L. WAEIECAF AR EE D IR JGHEAT # %,
§211.22 FERAEBAT BT EE . FER BSOS, 7 0 L IR ER 1 ]
FH R o R R

If the review frequency for the data is not specified in CGMP regulations, you should
determine the review frequency for the audit trail using knowledge of your
processes and risk assessment tools. The risk assessment should include evaluation
of data criticality, control mechanisms, and impact on product quality.13

W15 CGMP 2 HI Hh 35 A I 0 ) o R AR, U0 g R P T 20 SRR R XU D A T R
SR T TE AR R R R . AR DAl LA R O B L AL DL
7 i L A VAT

Your approach to audit trail review and the frequency with which you conduct it

should ensure that CGMP requirements are met, appropriate controls are
implemented, and the reliability of the review is proven.

TR R A 7 5 DARBAT IR BB R TF 5 CGMP B3R, SIZjtiid 2 ),
FFAIE B o R AT AR

See the audit trail definition in 1.c. above for further information on audit trails.
HEFINBEMELZEELE, WS LT 1 PRHEIHEEE L.

9. Can electronic copies be used as accurate reproductions of paper or electronic
records?

T8 T BB /R M 4RI B B FT R HE A S 41 e 2

Yes. Electronic copies can be used as true copies of paper or electronic records,
provided the copies preserve the content and meaning of the original record, which
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includes all metadata required to reconstruct the CGMP activity and the static or
dynamic nature of the original records.

Al ELe L DTn] DAV AR B T IC R A B SR B AS, B4R 1% DL R A7 T IR
RGP FT 8, e RS SE I CGMP S B AIT 7 B9 BT o Ui LU R AR
K MER A B R M.

True copies of dynamic electronic records may be made and maintained in the
format of the original records or in a format that allows for the content and meaning
of the original records to be preserved if a suitable reader and copying equipment
(e.g., software and hardware, including media readers) are readily available (§§
211.180(d) and 212.110).

A AN T IC S BUSE S DU a] BLEL S G e sk R sR B R R A7, B0, F7AAC
P T 1 1] 2 2 AN DL BE AR N (B« BB, R IEAA I 248D (§211.180(d)
212.110) , BASSVFIRIGIC M P 73RS 13 EURAF R 2 OR B E R R A7

10. Is it acceptable to retain paper printouts or static records instead of original
electronic records from stand-alone computerized laboratory instruments, such as
an FT-IR instrument?

TR TR SRR Z A, B0 FT-IR (SIS X, R
HKEATEILREBSIERMAREHETIERRBTRR?

A paper printout or static record may satisfy retention requirements if it is the
original record or a true copy of the original record (see §§ 211.68(b), 211.188,
211.194, and 212.60). During data acquisition, for example, pH meters and balances
may create a paper printout or static record as the original record. In this case, the
paper printout or static record, or a true copy, must be retained (§ 211.180).

R S R 10 B AR S Y FUSEH UL, 4R T Elie sk B Al L R R
K (1.§6211.68(b), 211.188, 211.194 f1212.60) . fEHHE &P, #n,
pH THAIF ] fig = AR AU 3T Flc S sk A o s (AR a0 3. fEIXR I R,
AT EC A Il %, B S AR A IR A7 (§211.180) .

However, electronic records from certain types of laboratory instruments—whether
stand-alone or networked—are dynamic, and a printout or a static record does not
preserve the dynamic record format that is part of the complete original record. For
example, the spectral file created by FT-IR (Fourier transform infrared spectroscopy)
is dynamic and can be reprocessed. However, a static record or printout is fixed and
would not satisfy CGMP requirements to retain original records or true copies (§
211.180(d)). Also, if the full spectrum is not displayed in the printout, contaminants
may be excluded.
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SR, FELRERY )00 FAER ORISR RYU B D P E BRI S
Y, T AT ElC S B A 10 T ik A il sk i R AT, sl e R R e R
EIC B — &4 . i, FT-IR O Bep AR ar AhGIEE) P2 AE reiE s ah
() L AT HEAT J5 AR TR , SR ORI i A0 BT B HY e 3 2 8] s AR 1 LA RE i 2
CGMP 3 T {47 FLAH B el B Sm R A O ESR (8 211.180(d))) - H4b, GniRITE]
LRRAT B BB, 5B B8 S W HEERTE S

You must ensure that original laboratory records, including paper and electronic
records, are subject to second-person review (§ 211.194(a)(8)) to make certain that
all test results and associated information are appropriately reported. Similarly, in
microbiology, a contemporaneous written record is maintained of the colony counts
of a petri dish, and the record is then subject to second-person review.

R Zifa PR R AR S50 Tl . COARAUR AT 703 dif N2EAT s i, AT i £
R AR T TR A I 45 ARSI (S B RIFER, ERCEMRS T, fREFEE
FRILA & TH R R B imid s, AR ERRZHH NG HE.

Document control requirements in § 211.180 pertain only to CGMP records.
§211.180 A Y S AF AR ER PUE T cGMP idat.

For more information on static and dynamic records, see 1.d. in this guidance. For
PET drugs, see the guidance for industry PET Drugs—Current Good Manufacturing
Practice (CGMP) for discussion of equipment and laboratory controls, including
regulatory requirements for records.

BEHSMAFICFMRGER, ES AN 1.d #0. XT PET 25, iEZ2 1
PET 24 i AT L AE T — cGMP X 50 2 IS8 S 431 ) 1 18, ALFE6 0 S i i R .

11. Can electronic signatures be used instead of handwritten signatures for master
production and control records?

P EEFMERSR, TEERARTEAERTFEER?

Yes, electronic signatures with the appropriate controls can be used instead of
handwritten signatures or initials in any CGMP required record. Although §
211.186(a) specifies a “full signature, handwritten,” an electronic signature with the
appropriate controls to securely link the signature with the associated record fulfills
this requirement (21 CFR 11.2(a)). See part 11, which establishes criteria for when
electronic signatures are considered the legally binding equivalent of handwritten
signatures. Firms using electronic signatures should document the controls used to
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ensure that they are able to identify the specific person who signed the records
electronically.

af L, AR cGMP BERIFIC R ol FlE M 2 i TR A B SR A sl i
4. JLiT§ 211.86(a) i E A Y, FHY, WY ZIFMIRENE L 2R R
SIS I FL TR P R AKX —E5R(21 CFR 11.2(a)). 3X Y Part 11 —F(, TEIX—f
SPENL T AR R TE A S TR RAREERECI bR R T E AR A
lbe Bt 3 P 0 U ) L e S 2 38 LT A A R s NI (4 o
It .

There is no requirement for a handwritten signature for the MPCR in the PET CGMP
regulations (21 CFR part 212).

TE PET CGMP 28 (21 CFR 212) 9% 4 MPCR [T 4525 4 2 2k .
12. When does electronic data become a CGMP record?

BT HE AR B CcGMmP B R ?

When generated to satisfy a CGMP requirement, all data become a CGMP record.14
Y¥ou must document, or save, the data at the time of performance to create a record
in compliance with CGMP requirements, including, but not limited to, §§ 211.100(b)
and 211.160(a).

FITAT i . CGMP B iy 4 i ) A 197 cemp i gt FEARATEIEFF & GCMmP
Bk (4R {EAPR 78§ 211.100(b)Fl 211.160(a) ) AT, (b Znil Stk {f 17
PG T

FDA expects processes to be designed so that data required to be created and
maintained cannot be modified without a record of the modification. For example,
chromatographic data should be saved to durable media upon completion of each
step or injection (e.g., peak integration or processing steps; finished, incomplete, or
aborted injections) instead of at the end of an injection set, and changes to the
chromatographic data or injection sequence should be documented in an audit trail.
Aborted or incomplete injections should be captured in audit trails and should be
investigated and justified.

FDA WS filb (B Tt — 2R B L S s G 8RN de 4 i bl B Bl 723 12 il
0 (= AT o R Rl O PR SR = TR & o = S /61 2 S L I 2
P al AL F L IR, Se, ARScRl, BERIEBER) SERRAS . AR E R4z
TrEsdes B O At I O A o €0 5O BICHEARE L3 £1) 2 £ 1o 7 o s B
Widsr. £ EEER SE Y IERREE B2 TE B AR BRI AR Rt AT TR R LRE .
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It is not acceptable to record data on pieces of paper that will be discarded after the
data are transcribed to a permanent laboratory notebook (see §§ 211.100(b),
211.160(a), and 211.180(d}). Similarly, it is not acceptable to store electronic records
in a manner that allows for manipulation without creating a permanent record.

PR DA AT b, BRI E0 B A SiGit st A IR R B3 MT AEA R
Vi) (2%§8§211.100(b), 211.160(a), il 315211.180(d)) . [FIFFHE, FEEIEK
HACIHT,  BARRVFIRIE A G ER A GRS 077 sUAE A FR TL S A RN .

You may employ a combination of technical and procedural controls to meet CGMP
documentation practices for electronic systems. For example, a computer system,
such as a Laboratory Information Management System (LIMS) or an Electronic Batch
Record (EBR) system, can be designed to automatically save after each entry. This
would be similar to indelibly recording each entry contemporaneously on a paper
batch record to satisfy CGMP requirements. The computer system described above
could be combined with a pracedure requiring data be keyed in or atherwise
entered immediately when generated.

AJ EL g i A T BURO TR A4 ) 2 L comp X BT R ET A 0 R i dr,
TFENLES, s B A (ums) il Fbids: (EBR) HE&t. nlblp:
Wit A RS B R . R SRR IS AT LERrC R & H
LLi A2 CGMP (i B2k A2 50l i i S S48 vl LU — > EER 3 7= A fa e
SNV R TR PN OF S A

For PET drugs, see the “Laboratory Controls” section of the guidance for industry PET
Drugs—Current Good Manufacturing Practice (CGMP).

BT PET 25,0, T PET 25— 14T CGMP 17 b 45 B ) s o s 5 sl i 4

14 Under section 704(a) of the FD&C Act, FDA inspections of manufacturing facilities
“shall extend to all things therein (including records, files, papers, processes, controls,
and facilities) bearing on whether preion drugs [and] nonpreion drugs intended for
human use ... are adulterated or misbranded ... or otherwise bearing on violation of
this chapter.” Accordingly, FDA routinely requests and reviews records not intended
to satisfy a CGMP requirement but which nonetheless contain CGMP information
(e.g., shipping or other records that may be used to reconstruct an activity).

T4 FD&C LS 704 (a) 5, FDA AR 7= 5 bl 0 A mi T i ) H o R T
wEFEes, o efF, L2, Rl o S REEL T
HT ANEMEH.. AR R . B DA b oy U R AR & . “ Ak, FOA 21
BR A E AN TR coMp EREANE & comp {58 (Fln, izfirelHihid
a0 s T PREEE) .
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13. Why has FDA cited use of actual samples during “system suitability” or test,
prep, or equilibration runs in warning letters?

Futt4 FOA RER G AP FIBE REERE BN, FusiT. SFETP
ERAERERNTA?

FDA prohibits sampling and testing with the goal of achieving a specific result or to
overcome an unacceptable result (e.g., testing different samples until the desired
passing result is obtained). This practice, also referred to as testing into compliance,
is not consistent with CGMP (see the guidance for industry Investigating
Out-of-Specification (005) Test Results for Pharmaceutical Production). In some
situations, use of actual samples to perform system suitability testing has been used
as a means of testing into compliance. FDA considers it a violative practice to use an
actual sample in test, prep, or equilibration runs as a means of disguising testing into
compliance.

FOA 2% b 2R S B 5 &5 SR BREE G A ] 452 52 (& S a8 47 HORE A0k <) don s 0 A
(RIS HE oh B BRI E A 55 ) o X R, s ROR R R &6 (testing into
compliance) . &G CGMP 1Y (2% {3 e)am b= H I E (005) s
SRATIHAENIT R ) o fERAEEE, A SRR R T R iE
WA R s ) & S R A — Ry 2. FDA DA RAEIRE . T 47 B T i AT o ol
FH sz B b o 1 2R 88 a5 ) 22 5 4 10 B — P AT N

According to the United States Pharmacopeia (USP), system suitability tests must
include replicate injections of a standard preparation or other standard solutions to
determine if requirements for precision are satisfied (see USP General Chapter
<621> Chromatography). System suitability tests should be performed according to
the firm's established written procedures—which should include the identity of the
preparation to be injected and the rationale for its selection—and the approved
application or applicable compendial monograph (8§ 211.160 and 212.60).

FELHE 25 [ 2 i o sk, AR il P P A i A B e A bR v ) E
HEFE, LLRRSE RS EER (B NEFEAgIUAN<c21> A1) . RHE
FEL P 00 17 40 2 ) (0 B S TR - T e A 1) 56 S A e e {4 —
FOEAE e iy by alE A2 i T . (88 211,160 F1 212.60)

If an actual sample is to be used for systern suitability testing, it should be a properly
characterized secondary standard, written procedures should be established and
followed, and the sample should be from a different batch than the sample(s) being
tested (§§ 211.160, 211.165, and 212.60). CGMP ariginal records must be complete
le.g., §5 211.68(b), 211.188, 211.194) and subjected to adequate review (§§
211.68(b), 211.186(a), 211.192, and 211.194(a)(8)). Transparency is necessary. All
data—including obvious errors and failing, passing, and suspect data—must be in the
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CGMP records that are retained and subject to review and oversight. An
investigation with documented, scientifically sound justification is necessary for data
to be invalidated and not used in determining conformance to specification for a
batch [see §§ 211,160, 211.165, 211.188, and 211.192),

DR AE ek FH It b (Y S Bme i, s i 2  ER a AE X S 1) TR
AL, RS B, RN AT SRR AR
(§5211.160, 211.165. Ml 212.60) . CGMP [EE5iCFK MM % (0, §5211.68
(b) , 211.188,211.194) FiliTi&E 50wz (§5211.68 (b) , 211.186 (a) .
211.192 #1 211,194 (a) (8) ) . iHEHE LB, B Sl (o m i 2 iR el
S G, SRR AR B AETE T ERE Y comp idat T, R H TR E T
AR . TR BA R T2 f2 5 7 G T B bl s, a7 R
FeAr IR R Y i A R AT I (22 10§6211.160,211.165,211.188 1 211.192) .

For more information, see the ICH guidance for industry Q2(R1) Validation of
Analytical Procedures: Text and Methodology and VICH guidances for industry GL1
Validation of Analytical Procedures: Definition and Terminology and GL2 Validation
of Analytical Procedures: Methodology.15

TEEEZN cH T kiR Q2 (R1) HrfERSaiE: “CARFH i, VICH Tilkis
B GLY ST R I Se AR T B PR A SLRAGE, M GL2 Bk Ak

VICH=Veterinary International Conference on Harmonisation.
VICH= £ 5 [H [ fr i8] £

14. Is it acceptable to only save the final results from reprocessed laboratory
chromatography?

NRENBELENLRECBRPRIANRESRETIER?

Mo. Analytical methods should be accurate and precise.16 For most lab analyses,
reprocessing data should not be regularly needed. If chromatography is reprocessed,
written procedures must be established and followed and each result retained for
review (see §§ 211.160, 211.165(c), 211.194(a)(4), and 212.60(a)). FDA requires
complete data in laboratory records, which includes but is not limited to notebooks,
worksheets, graphs, charts, spectra, and other types of data from laboratory
instruments (§§ 211.194(a) and 212.60(g})(3)).

ANAT L. ardi i i HLRE T 16, X T 2RI s b, MZIC TR E X
AT PR LR R E ST T A AR, LA S A P IR, R
T gE B (L5 211,160, 211.165(C). 211.194(A)(4)F1 212.60(A)77). FDA
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Bk sl b e B HEE, AR E AR TEIC A, DiELE. BE. i
JLAR 2SR Y ST 55 0 2R i (6211.194(A) FT 212.60(G)(3)-

15. Can an internal tip or information regarding a quality issue, such as potential
data falsification, be handled informally outside of the documented CGMP quality
system?

F AR A BN A H R EE BREEE coMP B RG22 SMHEERH
S, BlmEERHEER?

Mo. Regardless of intent or how or from whom the information was received,
suspected or known falsification or alteration of records required under parts 210,
211, and 212 must be fully investigated under the CGMP quality system to
determine the effect of the event on patient safety, product quality, and data
reliability; to determine the root cause; and to ensure the necessary corrective
actions are taken (see §§ 211.22(a), 211.125(c), 211.192, 211,198, 211.204, and
212.100).

Aol B, JEie AR B A R RS o AU B, ol BER e O g FAT v el
SEMAEM (210,211,212 TSR LAZIHE CGMP Jii B £ 45 1 78 2010 8 AR 3, %
WA A e R AR v SRR, RS EO A R R A R R R HAR
RSB B 2 B RS b .« 11§8§211.22(a), 211.125(c), 211.192, 211.198, 211.204,
and 212.100) .

FDA invites individuals to report suspected data integrity issues that may affect the
safety, identity, strength, guality, or purity of drug products at
Druginfo@fda.hhs.gov. "CGMP data integrity” should be included in the subject line
of the email. This reporting method is not intended to supersede other FDA reports
le.g., field alert reports or biological product deviation reports that help identify drug
products that pose potential safety threats).

FDA R 2 £ 55 4h v BE (£ 50 32 0% 0] % % Druginfo@fda.hhs.gov, 12 & n] f6 ]
REozRemm 2 i b, SR RCh, MEeNaiE . MR R RS U cemp B
B . IR T E A A FDA R (Blhn, A7 BT iR B A
TR T 245 o 0 S R o R S BB R ) .

16. Should personnel be trained in preventing and detecting data integrity issues
as part of a routine CGMP training program?

FH LE AR5 348 SE B R B RLAE 9 A B cGMP I TR — 3 g 2
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Yes. Training personnel to prevent and detect data integrity issues is consistent with
the personnel requirements under §§ 211.25 and 212.10, which state that personnel
must have the education, training, and experience, or any combination thereof, to
perform their assigned duties.

SEM . N GRS LRH D e B 5 4 0] 82 5586211.25 1 212.10 Ao A
TP ESRM—30 ZE e N R TEEREE —ENEE Y 5, EEEIEEE
TAELEN, B3 aEes & UL b 2R DB AT A A T 06t 7> () B ¢

17. Is FDA allowed to look at electronic records?

Fo¥F FDA EHFiCFRG?

Yes. All records required under CGMP are subject to FDA inspection. This applies to
records generated and maintained on computerized systems, including electronic
communications that support CGMP activities. For example, an email to authorize
batch release is a CGMP record that FDA may review.

JEM . CGMP ZER T A IC 3 Al 2 FDA fa friu . IXEH T EVAL RS 14
e E S, BRE R CGMP IR BRI TIRE . Wln, BERUSAT ) T D
{72 FDA T REH 1Y CGMP 1d3%.

You must allow authorized inspection, review, and copying of records, which
includes copying of electronic data (§§ 211.180(c) and 212.110(a) and (b)). See also
the guidance for industry Circumstances that Constitute Delaying, Denying, Limiting,
or Refusing a Drug Inspection and section 704 of the FD&C Act. Procedures
governing the review of electronic records are described in chapter 5 of the
Investigations Operations Manual (IOM) at
https://www.fda.gov/iceci/inspections/iom/default.htm.

PR R VPR T . SR HHC S, A FEIEMN S H (§§211.180
(c) , 212110 (a) 1 (b) ) . AW (MRRLEIE, 4, [RESGEEL 25946 &
Al i) f5R A1 FD&CHEES 704 1, X THFICRHFEWETN (HE
EAEFM) oM) 5 E. [k

18. How does FDA recommend data integrity problems be addressed?
FDA Hal s 404 SE B 14 1] RE 45 HH @ 1L 7

FDA encourages you to demonstrate that you have effectively remediated your
problems by investigating to determine the problem’s scope and root causes,
conducting a scientifically sound risk assessment of its potential effects (including
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impact on data used to support submissions to FDA), and implementing a
management strategy, including a global corrective action plan that addresses the
root causes. This may include retaining a third-party auditor and remaoving
individuals responsible for data integrity lapses from positions where they can
influence CGMP-related or drug application data at your firm. It also may include
improvements in quality oversight, enhanced computer systems, and creation of
mechanisms to prevent recurrences and address data integrity breaches (e.g.,
anonymous reporting system, data governance officials and guidelines).

FDA 3l 2~ =] P O 3T b Al IR HRUAT 2 A B S e i A A 5 ] A A
FAIARAS S A, o FLaTREfEEm) CRLE X R 224y FDA [ I AR 52m) 3k
AT R4 i (0 RS A M IS BT ), S B B RS (5 MR RAR AR JEL IR 7
(02U TEA It TR, 320 m] e 35 DR B 35 = o T N SR R0 50 e B AP S A0AT 5
TERAHSE AL 7 (AT RESEIA 2 ] 1) CGMP FHSCEZ5 9 i SR R - i w]
AE LA i PR ISR THHLARSE, DL ST AR B R A AN R e B
PERZIARHIBLE] (Fan, B3RS R4, BAREEA MR .

These expectations mirror those developed for the Application Integrity Policy. For
more detailed information, see Points To Consider for Internal Reviews and
Corrective Action Operating Plans at

R R T B e R BUR A SC PR AT B2 R B B A AT
PATHRIBREE S, 1R

http://www.fda.gov/ICECI/EnforcementActions/ApplicationintegrityPolicy/ucm1347
44 htm.
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